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Preface

● File format 
== data format 
== protocol 
== language

● File 
== transmission 
== data stream
== packet(s)



Input path



Input path



Input path
e.g. 
●Synchronizer
●Layered Data
●Compressed Data
●Error Correction
●Container Formats



Input path

e.g. Format Dissector 



Input path



Binary Polyglots

● One file

● Valid  as   PDF    ZIP    JPEG  
simultaneously 

● e.g. new editions of POC||GTFO

Ange Albertini, http://code.google.com/p/corkami/#Binary_files

somefile.{pdf|zip|jpg}
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Error Correction

● Data transmission
● Digital Radio Broadcast (DAB), Digital Video Broadcast (DVB-T, 

DVB-S, DVB-C)
● Phone Networks (GSM, UMTS, LTE, Tetra)

● Storage
● Tapes, HDD, Arrays, Flash, Cloud Storage, Server RAM
● Barcodes



Packet in Packet – via ECC



Packet in Packet – via ECC



Application: Barcodes



(some) 2D Barcodes

PDF417 Aztech Maxicode

Data Matrix Quick Response Code Microsoft Tag
(High Capacity Color Barcode)

3-DI Shotcode



Testing



Some examples: Aztec



DM in QR



QR in QR

Many more examples in:
Dabrowski et al. “Barcode-in-Barcode Inception”



Decoding sequence



QR: Only harmless fun?

● 2012: USSD-Codes in Tel:-URLs encoded in 
Barcodes could wipe a phone.

● Generate Premium-Rate SMS
● URLs can trigger exploits in Web-Browser, 

Renderer, OS, code Injection, ...
● Used for financial transactions

● Paypal & Bitcoin



Countermeasures for QR

● Stringent decoding order
● Root cause of decoding ambiguity

● Present user a visual excerpt

● Notification of all codes found

● Detect & display alien
 data in barcode

● Do not automatically
retrieve & display target 
URL

● Only decode, what you are 
looking for



Generic Countermeasures

● Both transmissions are standard 
compliant!

● Application specific:
● Drop ambiguities – but need to detect!
● Choose higher data density

● No easy way – any heuristic (aka 
guessing) is a risc



Wrap Up

● ECC used in many applications
● Radio, Broadcast, Storage, ….

● Can be used to include alternative data 
(streams)
● Implementation specific / probabilistic

● Any ambiguity is insecurity
● Detecting (in general case) is not easy
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